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Today more than ever, businesses face increasing pressure to con-
duct more and more of their transactions in electronic form. Competitive
concerns, the need for increased speed and efficiency, and the benefit of
significant cost savings are just some of the key motivators.

There are, of course, an endless variety of different types of transac-
tions that could be done electronically. These include contracts govern-
ing the purchase and sale of goods, lease agreements, agreements for
the creation of security interests, loan agreements and promissory notes,
filings with government agencies, assignments of rights or title, license
agreements, insurance contracts, employment applications, consent
forms, delivery of documents, proxy agreements, and the like. Moving
those transactions to an electronic environment, however, is often more
complicated than expected.

For businesses that want to set up a process to implement any type of
electronic transaction' on a repetitive basis, whether via a Web site, by
e-mail, by traditional electronic data interchange, or even in person, a va-
riety of fundamental issues must be addressed to ensure that the resulting
process is legally valid and enforceable. Those issues can be summarized
by the following three general questions:
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*  Authorization—Can this transaction be done in electronic form?
Does existing law in the relevant jurisdictions allow the parties
to conduct the proposed transaction in electronic form, or does
existing law either prohibit doing the transaction electronically
or present legal barriers that make its enforceability uncertain?

*  Electronic Requirements—What are the electronic-specific
rules? What electronic-specific rules apply, and what require-
ments must be satisfied to ensure that the transaction is legally
valid and enforceable? The focus here is on electronic proce-
dural requirements applicable to all transactions, not on the sub-
stantive legal requirements for this particular transaction.

*  Security—Is the transaction trustworthy? What is required be-
fore the parties will be comfortable relying on the transaction?
How can the parties be sure who sent an electronic message or
who signed an electronic record? How can the parties be sure
that the record has not been altered since it was created? Are the
electronic records sufficiently trustworthy such that it will be
enforced by a court?

For purposes of analyzing these issues and the corresponding legal
requirements for electronic transactions, it is important to differentiate
between the substantive law applicable to the particular transaction un-
der consideration and the electronic legal issues raised by that transac-
tion. While the distinction is not always a perfect one, it is a helpful way
to look at the issues.

All transactions must comply with the substantive legal requirements
applicable to the specific form of transaction. Contracts involving the
sale of goods, for example, must comply with substantive rules that re-
quire offer, acceptance, signature, consideration, and so forth. They are
also governed by substantive rules addressing issues such as warranties,
mistake, risk of loss, breach, liability, and termination.

Electronic transactions, however, must also comply with a second set
of rules—i.e., a series of electronic-specific legal requirements that fo-
cus on how to do the transaction in electronic form (assuming that all of
the substantive legal requirements have otherwise been satisfied). The
electronic-specific legal requirements are often set forth in general pur-
pose e-transaction laws? and address issues such as how to electronically
satisfy paper-based requirements for a signature or an original and how
to properly protect the interests of the various parties to the transaction.

This article assumes that the requirements of the substantive law (e.g.,
offer, acceptance, and consideration for contracts) are satisfied and focus-
es only on identifying the electronic legal issues that must be satisfied to
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do any transaction in electronic form. Because such requirements can be
extensive and will vary greatly depending on the nature of the transaction
and the jurisdiction involved, this article will focus primarily on the basic
electronic-specific issues, and it will do so without addressing detailed dif-
ferences in approach that sometimes arise between various jurisdictions.

1. AUTHORIZATION—CAN THIS TRANSACTION BE
DONE IN ELECTRONIC FORM?

Any effort to implement an electronic transaction project must begin
with the fundamental question, “can this transaction be done in electron-
ic form?.” Answering that question begins with a clear identification of:
(i) the nature of the transaction, and (ii) the various functional elements
included in the transaction.

The nature of the transaction focuses on what it is—e.g., contract,
promissory note, warehouse receipt, security interest, issuance of in-
surance policy, funds transfer payment instruction, deed, background
check authorization, etc. Also, is it a consumer, business, or government
transaction? The electronic rules (as opposed to the substantive rules)
applicable to the transaction will often vary depending on the type of
transaction involved.

The various functional elements that will be part of the transaction in-
clude, for example, requirements for signature, witnesses, notarization,
delivery of documents, payment, notices, periodic statements or reports,
filing with government agencies, recordkeeping requirements, and the
like. Identifying these functional elements is critical, as in many cases
they raise special electronic requirements that must be addressed.

Once the nature of the transaction and its functional elements have
been identified, a business can proceed to address the threshold question
of whether such transaction will be legally valid and enforceable in all of
the relevant jurisdictions if done in electronic form.> In most cases this
involves determining whether there is an applicable general e-transac-
tion law that authorizes the transaction (and its various elements) to be
done in electronic form (or more appropriately, whether there is a law
that eliminates any legal barriers to doing the transaction electronically).
Often this is the easy question to address, as the answer is usually “yes,”
but not in all cases.

1.1 The Primary E-Transaction Laws

The validity and enforceability of electronic transactions has been the
subject of extensive worldwide legislative efforts. The U.S. federal gov-
ernment, all 50 U.S. states, the European Union, and the governments of
most countries have enacted some form of legislation governing the en-
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forceability and conduct of electronic transactions.* In 2005, the United
Nations approved an international treaty governing cross-border elec-
tronic contracts. Generally, such laws (referred to herein as “e-transac-
tion laws”) support doing most transactions in electronic form if certain
requirements are satisfied.

United States. In the U.S., the enforceability of electronic trans-
actions is primarily governed by: (i) the Uniform Electronic
Transactions Act (UETA),> a uniform state law that was final-
ized by the National Conference of Commissioners on Uniform
State Laws (NCCUSL) in 1999 and has now been adopted by 46
states,® and (ii) the Electronic Signatures in Global and National
Commerce Act (E-SIGN),” a federal law enacted in 2000 that
largely preempts inconsistent state law but that also defers to
UETA where it has been enacted.®

European Union. In the European Union, the enforceability of
electronic transactions is governed by the Electronic Signatures
Directive adopted in 1999,° the Electronic Commerce Directive
adopted in 2000, and individual country implementations of
these Directives.'!

International Model Laws. Internationally, model laws govern-
ing the enforceability of electronic transactions have also been
developed by the United Nations Commission on International
Trade Law (UNCITRAL),'? which completed work on its Model
Law on Electronic Commerce'® in 1996, and finalized and ap-
proved its Model Law on Electronic Signatures in 2001.'* These
model laws have served as the basis for legislation enacted in
several countries, including E-SIGN and UETA in the U.S.'3

International Treaty. In 2005 the United Nations approved the
United Nations Convention on the Use of Electronic Communi-
cations in International Contracts (UN E-Contracting Conven-
tion).'® This international treaty was developed by UNCITRAL
during the period from 2002-2005, was approved by the UN
General Assembly on November 23, 2005, and is now open for
ratification by all countries. It is intended to remove obstacles
and enhance legal certainty and commercial predictability
where electronic communications are used in connection with
the formation or performance of international contracts.

US. and international e-transaction laws authorizing the use of
electronic records and electronic signatures generally applies to most
business, commercial (including consumer),'” and governmental trans-
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actions. However, there are a variety of exceptions to the scope of trans-
actions they authorize in electronic form.

In some cases there are certain types of transactions that are subject
to special rules. These include electronic negotiable instruments (which
raise special concerns regarding the need for a unique original)'® and
electronic notarization (which raises special concerns regarding the need
for physical presence, authentication, and integrity)."

In other cases, certain types of transactions are expressly excluded
from the authorization provided in the statute. For example, in the U.S.,
E-SIGN and/or UETA expressly exclude transactions governed by all
articles of the UCC (other than sections 1-107 and 1-206 and Articles
2 and 2A),% wills, codicils, or testamentary trusts, family law matters
such as adoption or divorce, court orders or notices, cancellation of
utility services, repossession, foreclosure, or eviction notices, cancella-
tion of health or life insurance benefits, product recall notices, and the
like.?! Similarly, the UN E-Contracting Convention excludes a variety
of transactions. This includes consumer transactions; transactions on a
regulated exchange; foreign exchange transactions; transactions involv-
ing interbank payments, or clearance and settlement systems relating to
securities or other financial assets or instruments; certain securities-re-
lated transactions, and bills of exchange, promissory notes, consignment
notes, bills of lading, warehouse receipts or any transferable document
or instrument that entitles the bearer or beneficiary to claim the delivery
of goods or the payment of a sum of money.?

It is worth noting, however, that e-transaction laws typically do not
prohibit conducting any of the excluded transactions in electronic form.
Rather, the enforceability of those types of transactions is left to other
law. Thus, in the case of excluded transactions, it will be necessary to
look to other law to determine whether such transactions are authorized
(or prohibited) in electronic form.

For most transactions, however, the question is not “whether” they
can be done in electronic form, but rather “how.” Before addressing the
details of the electronic-specific rules, it is important to understand the
way that the e-transaction laws work.

1.2 The Basic Approach—Nondiscrimination and Functional
Equivalence

E-transaction laws authorize most transactions to be conducted in
electronic form. They typically do this by: (1) setting out a general prin-
ciple of “nondiscrimination,” and (2) removing barriers to electronic
transactions found in traditional substantive laws by adopting an ap-
proach based on the concept of “functional equivalence.”
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The principle of nondiscrimination is key to most e-transaction laws.
It is typically expressed as a simple statement to the effect that electronic
records and electronic signatures cannot be denied legal effect or en-
forceability solely on the ground that they are in electronic form,? but it
constitutes a fundamental premise: namely, that the medium in which a
record, signature, or contract is created, presented, or retained does not
affect its legal significance. In other words, the fact that a transaction is
set forth in an electronic record, as opposed to paper, is irrelevant.?*

This principle should not, however, be misinterpreted as establishing
the absolute legal validity of any given electronic record or electronic
signature, or of any information contained in an electronic record. It
merely means that the medium in which the information comprising the
transaction is presented or retained cannot be used as the only reason
for which that information would be denied legal effectiveness, valid-
ity or enforceability—i.e., it prohibits a court from holding that covered
transactions are unenforceable solely because of the fact that they are
conducted in electronic form.*

The principle of nondiscrimination does not resolve concerns that an
electronic transaction may still be unenforceable because it fails to sat-
isfy the many paper-based “form” requirements frequently found in the
substantive law applicable to commercial transactions. Those include re-
quirements that the documents evidencing a transaction be: (a) “in writ-
ing,” (b) “signed,” (c¢) formatted or delivered in a certain manner, (d)
stored or retained in a certain manner, and (e) presented or retained in
“original” form.

Such form requirements have traditionally been viewed as a signifi-
cant obstacle to the development of e-commerce.” In some cases they
may well create a clear barrier to conducting transactions in electronic
form (e.g., the risk that a statutory requirement for a signature might be
interpreted to require a handwritten signature in ink on paper may be un-
acceptable); in other cases they raise, at the very least, uncertainty over
whether electronic transactions will be enforceable. In addition, even
where form requirements as such do not exist, obstacles to the use of
electronic records may derive from rules of evidence that expressly or
implicitly limit the parties’ ability to use electronic records as evidence
to demonstrate the existence and content of contracts.?’

To address potential problems created by these paper-based form re-
quirements, e-transaction laws typically adopt an approach based on the
concept of “functional equivalence.”? This approach requires that paper-
based commerce and electronic commerce should be treated equally by
the law with respect to these form issues, so long as the electronic version
of the transaction satisfies the requirements for equivalence specified in
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the e-transaction law.?’ Those requirements are intended to replicate in
the electronic world the objectives achieved by each form requirement
in the paper world.

Thus e-transaction laws set forth the requirements that must be satis-
fied by an electronic record to establish functional equivalence to the
various paper-based form requirements. This “approach is based on an
analysis of the purposes and functions of the traditional paper-based re-
quirement, with a view to determining how those purposes or functions
could be fulfilled through electronic-commerce techniques.”® It “does
not attempt to define a computer-based equivalent to any particular kind
of paper document.” Instead, it singles out the basic functions of the pri-
mary paper-based form requirements (e.g., writing, signature, original,
delivery, and record keeping), and sets out criteria that, if satisfied, en-
able electronic communications to enjoy the same level of legal recogni-
tion as corresponding paper documents.>!

Through this approach, e-transaction laws seek to provide an answer
to basic questions such as:

*  If alaw requires a “writing,” how can an electronic transaction
satisfy that requirement?

»  Ifalaw requires a “signature,” how can an electronic transaction
satisfy that requirement?

»  Ifalaw requires an “original,” how can an electronic transaction
satisfy that requirement?

* If a law requires “delivery” in a certain manner, or by a cer-
tain time, how can an electronic transaction satisfy that require-
ment?

+ Ifalaw imposes a record keeping requirement, how can an elec-
tronic record satisfy that requirement?

A key advantage of the functional equivalence approach is that it al-
lows jurisdictions to enforce electronic transactions in accordance with
existing laws “without necessitating the wholesale removal of the pa-
per-based requirements themselves or disturbing the legal concepts and
approaches underlying those requirements.”*> As noted in the Prefatory
Note to UETA, “By establishing the equivalence of an electronic re-
cord... [UETA] removes these barriers without affecting the underlying
legal rules and requirements.”**

At the same time, however, this approach requires establishing a se-
ries of the electronic-specific requirements that must be satisfied to cre-
ate valid and enforceable electronic transactions. The key electronic re-
quirements are discussed below.
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2. ELECTRONIC REQUIREMENTS—WHAT ARE THE
ELECTRONIC-SPECIFIC RULES?

Generally, there are two potential sources of “electronic” require-
ments for any type of transaction: (1) e-transaction laws (which apply to
most transactions regardless of the applicable substantive law), and (2)
the applicable substantive law governing the transaction, which will, in
some cases, contain specific “electronic’ requirements.

The fundamental electronic rules applicable to most (but not all) elec-
tronic transactions are found in the e-transaction laws. These laws typi-
cally apply regardless of the substantive law governing the transaction
and typically focus only on the issues raised by the use of the electronic
medium. Some of the requirements they impose are designed to ensure
functional equivalence with the form requirements of substantive laws.
Other requirements, however, seek to add protections for parties to the
transaction that are deemed necessary by the use of the electronic me-
dium (e.g., accessibility to electronic records) or that are deemed neces-
sary to protect certain groups (e.g., consumers). Additional rules have
also been adopted in some cases to answer certain “what if” questions
unique to the world of electronic transactions (e.g., where is an electron-
ic message deemed to be sent “from™?, or what if an error is introduced
by the communication medium?).

In addition, the substantive laws and regulations applicable to the
transaction often impose additional electronic requirements, or alterna-
tively, impose form requirements that trigger issues under the e-transac-
tion laws. Sometimes all of the electronic legal issues applicable to a
given type of transaction are addressed in the substantive law, whereas
in other cases they merely supplement the electronic legal rules found in
the e-transaction laws.

Details regarding some of the more common electronic requirements
that are found in both of these categories of laws are as follows.

2.1 Agreement to Engage in Electronic Transactions

Many e-transaction laws contain an express or implied requirement
that the parties involved must agree to doing the transaction in electronic
form. Both E-SIGN and UETA, for example, include provisions to the
effect that they do not require any person to agree to use or accept elec-
tronic records or electronic signatures.>*

UETA also includes an express requirement that the parties agree to
conduct the transaction by electronic means: “This [Act] applies only to
transactions between parties each of which has agreed to conduct transac-
tions by electronic means.”*® In other words, if the parties have not agreed
to conduct their transaction electronically, UETA will not apply.*®
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Under both E-SIGN and UETA the requirement for agreement is a
very general one and may often be implied from the context and sur-
rounding circumstances of the transaction, including the conduct of the
parties in taking the necessary steps to engage in an electronic transac-
tion.”” In fact UETA expressly states that: “Whether the parties agree to
conduct a transaction by electronic means is determined from the context
and surrounding circumstances, including the parties’ conduct.”*® Thus
there is generally a great deal of flexibility as to how such an agreement
is evidenced; it typically need not be set forth in a formal express agree-
ment and is usually not subject to specific notice requirements. However,
some state variations of UETA impose limitations—e.g., Ohio provides
that a consumer’s agreement to do a transaction electronically cannot be
inferred solely from use of electronic means.*

For most transactions, the requirement that the parties agree to do
the transaction in electronic form suggests that the transaction process
should be set up to evidence the requisite intent and consent. Express
contract language may also be helpful. However, it should be noted that
some statutes impose rules regarding the consent process. This is par-
ticularly true in the context of transactions where a party seeks to include
a consent to transact business electronically in a paper contract where it
might not normally be expected.

The California enactment of UETA, for example, makes clear that
consent to engage in electronic transactions cannot be obtained by use of
a paper-based form contract:

Except for a separate and optional agreement the primary purpose
of which is to authorize a transaction to be conducted by electronic
means, an agreement to conduct a transaction by electronic means
may not be contained in a standard form contract that is not an elec-
tronic record. An agreement in such a standard form contract may
not be conditioned upon an agreement to conduct transactions by
electronic means. An agreement to conduct a transaction by elec-
tronic means may not be inferred solely from the fact that a party
has used electronic means to pay an account or register a purchase or
warranty. This subdivision may not be varied by agreement.*’

Other states also impose specific limitations on the manner of such con-
sent. Louisiana appears to impose an absolute requirement for electronic
consent,* and five other states essentially prohibit the use of nonelec-
tronic means of consent unless certain requirements are satisfied.*?

In addition, the right to refuse to accept electronic records may be a
consideration in determining whether some transactions are feasible, par-
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ticularly transactions such as electronic filings or recordings where the in-
tended recipient might not have the capability to accept electronic records.

2.2 Consumer Consent to Receive Certain Information in
Electronic Form

Separate and apart from the requirement that the parties agree to do
their transaction in electronic form, E-SIGN imposes a very specific and
detailed notice and consent requirement before electronic delivery of
certain transaction information will be authorized. However, its applica-
tion is limited. It applies: (i) only in the case of a consumer transaction,
and (ii) only if “a statute, regulation, or other rule of law requires that
information relating to a transaction... be provided or made available to
a consumer in writing.”* This requirement also appears in some federal
regulations* and in at least eight state enactments of UETA.#

Under this consumer notice and consent provision, sending informa-
tion in electronic form that applicable law requires be delivered “in writ-
ing” to a consumer is acceptable only if: (i) the consumer affirmatively
consents to receive an electronic record in lieu of a paper, (ii) provides
such consent electronically, and (iii) does so in a manner that reasonably
demonstrates that he or she can access the electronic information in the
form that will be used.*® Moreover, prior to consenting, the consumer
must be provided with a clear and conspicuous notice that informs the
consumer of:

*  His/her option to have the information provided on paper;

*  Whether the consent to receive the information in electronic
form applies only to the particular transaction giving rise to the
obligation to provide the information, or to identified categories
of records that may be made available during the course of the
parties’ relationship;

*  The procedures the consumer must use to update information
needed to contact the consumer electronically;

*  After consent, how he/she may obtain a paper copy of the elec-
tronic record, and the fee therefore;

*  The hardware/software requirements for access and retention of
the electronic records,

*  His/her option to withdraw such consent, and the procedures the
consumer must use to withdraw consent; and

*  The conditions, consequences, and fees of withdrawing such
consent.*’
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Consider, for example, the case of a consumer who sets up an online
financial account and enters into an account agreement via the Internet.
If the law applicable to the transaction requires the financial institution
to deliver monthly statements of account to the customer in writing, and
if the financial institution desires to deliver those monthly statements to
its customer in electronic form, then it must first make the information
disclosures required by E-SIGN and obtain the consumer’s consent to
receive those monthly statement electronically, before it can do so. Oth-
erwise the financial institution will be required to continue to send the
monthly statements to the consumer on paper.

Failure to make the foregoing disclosures, or failure to obtain the req-
uisite consumer consent, does not invalidate the transaction.*® However,
the vendor must then provide the requisite information in paper form or
risk being in noncompliance with the applicable substantive rule of law
that requires delivery of the information to the consumer in writing.

Finally, it is important to note that UETA also includes a general re-
quirement for agreement to electronic document delivery that applies to
all parties, not just consumers. Specifically, UETA provides that where
“a law requires a person to provide, send, or deliver information in writ-
ing to another person,” that delivery requirement can be satisfied through
the use of an electronic record “[i]f parties have agreed to conduct a
transaction by electronic means.”*’ Other substantive laws may also im-
pose requirements for consent to electronic delivery. For example, sev-
eral state insurance laws and regulations expressly include some type of
a consent requirement before electronic delivery of transaction informa-
tion is authorized.®

2.3 Transaction Information Disclosure Requirements

Because of the nature of electronic transactions, there is sometimes a
concern that a party will not completely understand who he is dealing
with, what he is agreeing to, or what is happening. Thus, in some cases,
applicable e-transaction law requires the delivery of certain information
from vendor to customer. This is frequently (although not always) done as
a consumer protection measure. These laws typically apply to online sales
transactions and usually require that the vendor provide certain informa-
tion to the prospective customer before the transaction is finalized.

California law, for example, requires vendors conducting business
through the Internet to disclose their legal name, street address, and re-
turn and refund policy.>' Such a disclosure can be in writing or by elec-
tronic means, but it must occur before the vendor accepts any payment
or processes any credit card or funds transfer. If the disclosure is made
by on-screen notice, the vendor must legibly display the information ei-
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ther: (i) on the first screen displayed when the vendor’s electronic site is
accessed, (ii) on the screen on which goods or services are first offered,
(iii) on the screen on which a buyer may place the order for goods or ser-
vices, (iv) on the screen on which the buyer may enter payment informa-
tion, such as a credit card account number, or (v) for nonbrowser-based
technologies, in a manner that gives to the user a reasonable opportunity
to review that information.*?

The European Union Electronic Commerce Directive imposes a simi-
lar requirement. It requires that sellers of goods online provide a variety
of information to the customer regarding the proposed transaction. Re-
quired information includes a comprehensive and unambiguous state-
ment as to the technical steps to follow to conclude the contract, whether
or not the concluded contract will be filed by the seller and where it will
be accessible, the technical means for identifying and correcting input
errors prior to the placing of the order, and the languages offered for the
conclusion of the contract.” The seller is also obligated to acknowledge
receipt of the purchaser’s order without undue delay and by electronic
means and is required to make available to the purchaser appropriate,
effective, and accessible technical means allowing him to identify and
correct input errors prior to the placing of the order.>*

2.4 Transaction Record Accessibility Requirements

Another key requirement for the enforceability of electronic transac-
tions is that the documents that comprise the transaction be communi-
cated in a form that can be retained and accurately reproduced by the
receiving party. In the U.S., both E-SIGN and UETA essentially provide
that the legal effect, validity, or enforceability of an electronic record
“may be denied if such electronic record is not in a form that is capable
of being retained and accurately reproduced for later reference by all par-
ties or persons who are entitled to retain the contract or other record.”>

The European Union Electronic Commerce Directive contains a simi-
lar requirement. Under the Directive, “contract terms and general con-
ditions provided to the recipient must be made available in a way that
allows him to store and reproduce them.”>®

This requirement does not, of course, limit electronic transactions to
those parties that possess the technical capability for downloading or
printing documents. Rather, the focus is on the form of the document as
communicated by the sender and essentially requires that the sender do
nothing to inhibit the ability of the recipient to download, store, or print
the applicable record. The fact that the recipient may choose to use a de-
vice without such capabilities (for example, a hand-held device without
a print capability), should not affect the enforceability of the transaction.
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On the other hand, such provisions clearly call into question the form
of click-wrap agreement typically used on many Web sites in which the
agreement is displayed in a separate window from which it cannot be
downloaded or printed.

2.5 Signature Requirements

Not all transactions require a signature, but in many cases a transac-
tion is governed by a law or regulation that requires the presence of a sig-
nature before it will be considered legally effective. The statute of frauds
(which requires contracts for the sale of goods in excess of $5,000 to
be “signed”)*” is, of course, the best example of such a law. In addition,
however, thousands of other federal, state, and local statutes and regula-
tions also require certain types of transactions to be documented by a
writing and a signature. Even in cases where a signature is not required
by law, a signature may be desirable to enhance enforceability or to pro-
vide one party with additional assurance that the other party has agreed
to the terms. In all such cases, the use of a legally valid and enforceable
electronic signature is critical.

To be functionally equivalent to a handwritten signature and enforce-
able under U.S. law, both E-SIGN and UETA require that an electronic
signature possess three elements:*®

* A sound, symbol, or process,
*  Attached to or logically associated with an electronic record, and
*  Made with the intent to sign the electronic record.

Electronic signatures that meet these requirements are considered legal-
ly enforceable as substitutes for handwritten signatures for most transac-
tions in the U.S.*’

Symbol. The U.S. definition of electronic signature recognizes that
there are many different methods by which one can “sign” an electronic
record. Although electronic signatures, by their nature, are represented
digitally (i.e., as a series of ones and zeroes) they can take many forms
and can be created by many different technologies. Examples of elec-
tronic signatures (that qualify under E-SIGN and UETA) include:

* A name typed at the end of an e-mail message by the sender;*

* A digitized image of a handwritten signature that is attached to
an electronic document;

* A secret code, password, or PIN to identify the sender to the
recipient (such as that used with ATM cards and credit cards);
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* A unique biometrics-based identifier, such as a fingerprint, voice
print, or a retinal scan;

* A mouse click (such as on an “I accept” button);*!

e A sound (e.g., the sound created by pressing “9” on your phone
to agree); and

A “digital signature” (created through the use of public key
cryptography).®

This is, of course, not an exhaustive list of methods by which one
can electronically sign a document. There are other ways of signing an
electronic document, and presumably many more will be developed in
the future.

Attached. Another important aspect of this definition lies in the neces-
sity that the electronic signature be linked to or logically associated with
the record being signed. In the paper world, it is assumed that the symbol
adopted by a party as his signature is attached to or located somewhere
in the same paper that the signer intends to sign. However, since elec-
tronic records can be communicated separate from any tangible media
on which they may exist, this definition requires that the signature must,
in some way, be “attached to or logically associated with” the electronic
record being signed.®

This requires that the parties to the electronic transaction implement
an electronic recordkeeping process that, in the future, can provide evi-
dence that a specific signature was applied to or used in connection with
a specific document. The easiest way to do this is, of course, to have the
signature incorporated as part of the electronic record that is stored. An
alternative is to establish a demonstrably reliable and provable process
whereby the signature (or evidence of the completion of a process) is
stored separately from the electronic record being signed, but in a man-
ner that will allow the two to be correlated in the event it is necessary for
evidentiary purposes.

Intent. A signature evidences the signer’s intent with respect to the
document signed. The nature of the signer’s intent will vary with the
transaction and in most cases can be determined only by looking at the
context in which the signature was made. A signature may, for example,
signify an intent to be bound to the terms of a contract, the approval of
a subordinate’s request for funding of a project, authorization to a bank
to transfer funds, confirmation that the signer has read and reviewed the
contents of a memo, an indication that the signer was the author of a
document, or merely that the contents of a document have been shown to
the signer and that he or she has had an opportunity to review them.
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Existence of appropriate intent is critical to qualifying as a signature.
For example, one court held that the sender’s phone number (i.e., a sym-
bol) appended to a faxed document could qualify as a signature. How-
ever, the court concluded that, under the facts of that case, it was not
a signature since it was automatically applied by the fax machine that
sent the fax, and was not appended by the sender with intent to sign the
particular fax in issue.®

Thus it is important that the process by which an electronic signature is
applied to a document be set up in a manner designed to ensure that the ap-
plication of the signature is done in a way to evidence the intent of the sign-
er to sign or otherwise be bound by the document. This is usually accom-
plished by the context in which the signature is applied, just as the language
at the end of a paper contract and immediately preceding the handwritten
signature usually indicates the intent associated with the signature.

In other countries (as well as under the UN E-Contracting Convention)
the requirements for a valid electronic signature can be somewhat different.

2.6 Method of Electronic Delivery

UETA and E-SIGN do not specify the method by which electronic
document delivery may be accomplished. UETA, however, defers to
substantive law governing the transaction.

If the substantive law requires delivery of a document and specifies a
particular method of delivery (e.g., registered mail), then UETA requires
that such delivery method be used.®® In other words, UETA authorizes
the use of electronic documents, but it does not affect any requirement
imposed under the substantive law governing the format or delivery of
any documents, other than a requirement that the documents be in paper
form.* Thus UETA provides that where another law requires a document
to be “sent, communicated, or transmitted by a specific method” (e.g.,
registered mail), then the electronic record must be sent, communicated,
or transmitted by the method specified in that other law.%’

This is a savings provision for laws that provide for the means of
delivering information, and thus such laws are not affected by UETA.
For example, if a law requires delivery of notice by first class U.S. mail,
that requirement would not be affected by UETA. The information to be
delivered may be provided on a disk (i.e., in electronic form), but the
particular means of delivery must still be via the U.S. Postal Service.
Such delivery requirements in existing law will continue to be applicable
to electronic records.®®

It is also important to note that those delivery requirements, as speci-
fied in the applicable substantive law, cannot be varied by agreement,
except to the extent permitted by such other law.*
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Where electronic delivery is appropriate, effective electronic deliv-
ery is generally construed to require that the recipient have the ability
to download, print, and otherwise retain a copy of the document in his
own possession, just as he would have in the case of paper. As the UETA
comments point out, “to meet a requirement of other law that informa-
tion be provided in writing, the recipient of an electronic record of the
information must be able to get to the electronic record and read it, and
must have the ability to get back to the information in some way at a later
date.”’® Thus the mere ability to view a document on a computer screen
is not usually considered to be delivery.

Both UETA and E-SIGN recognize that recipients have different lev-
els of computing capabilities, and some may not have the capabilities
necessary to download, print, or otherwise retain a copy of the docu-
ment. Thus they generally put the burden on the sender to use a form
of communication such that the information is capable of being down-
loaded, printed, and saved, but do not make the sender responsible for the
actual computer capabilities of the recipient.”

Accordingly, UETA provides that an electronic record is not enforce-
able against the recipient if the sender inhibits the ability of a recipient
to store or print an electronic record.”” Likewise, E-SIGN provides that
“the legal effect, validity, or enforceability of an electronic record may
be denied if such electronic record is not in a form that is capable of be-
ing retained and accurately reproduced for later reference by all parties
or persons who are entitled to retain the contract or other record.””® Other
regulations take a similar approach.”

Finally, a key question for any electronic delivery is whether the in-
tended recipient actually received the document. When delivery is made
via the U.S. Postal Service, there is a legal presumption of receipt that
arises when a properly addressed letter is mailed. No such presumption
arises from electronic delivery as of yet.

Noting that providing information through postal mail provides rea-
sonable assurance that the delivery requirement is satisfied, the SEC
takes the position that persons providing electronic delivery of informa-
tion should similarly have reason to believe that any electronic means
so selected will result in the satisfaction of the delivery requirements.
According to the SEC, examples of procedures evidencing satisfaction
of the delivery requirements include: (1) obtaining an informed consent
from a person to receive the information through a particular electronic
medium coupled with assuring appropriate notice and access; (2) ob-
taining evidence that an intended recipient actually received the infor-
mation, for example, by electronic mail return-receipt or confirmation
of accessing, downloading, or printing; (3) disseminating information
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through certain facsimile methods; (4) establishing that an intended re-
cipient accessed a document with hyperlinking to the document to be
delivered; and (5) using forms or other material available only by ac-
cessing the information.”

The Department of Labor, on the other hand, takes the position that
delivery requirements are satisfied if the sender takes appropriate and
necessary measures reasonably calculated to ensure that the system for
furnishing documents results in actual receipt of transmitted informa-
tion (e.g., using return-receipt or notice of undelivered electronic mail
features, conducting periodic reviews or surveys to confirm receipt of
the transmitted information).”

2.7 Electronic Record Format Requirements

As a general matter, neither E-SIGN nor UETA impose any format
requirements. The underlying substantive law governing the transaction
may, however, specify the “format” a document must use. In such a case,
neither E-SIGN nor UETA affect any such requirement (other than a
requirement that documents be in paper form).”” Thus UETA provides
that where another law requires a record to “contain information that is
formatted in a certain manner” then the electronic record must contain
the information formatted in the manner specified in that other law,” and
where another law requires a record to be posted or displayed in a certain
manner, then the electronic record must be posted or displayed in the
manner specified in that other law.”

This is a savings provision for laws that provide for the means of
displaying information, and thus such laws are not affected by UETA.
Such display and formatting requirements in existing law will continue
to be applicable to electronic records. If those legal requirements can be
satisfied in an electronic medium, e.g., the information can be presented
in the equivalent of 20-point bold type as required by other law, UETA
will validate the use of the medium, leaving to the other applicable law
the question of whether the particular electronic record meets the other
legal requirements.*

2.8 Electronic Record Retention Requirements

An essential element for the enforceability of all transactions is re-
cordkeeping. In the event of a dispute, it is necessary to produce reliable
evidence documenting the terms of the transaction and the agreement to
the parties. Similar requirements also exist, for example, to satisfy regu-
latory requirements (e.g., regulations governing the insurance, securities,
and banking industries, etc.), as well as the requirements of government
agencies, such as the IRS. For electronic transactions, the issue becomes
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a question of whether keeping electronic records will satisfy applicable
statutes, regulations, or evidentiary rules, and if so, what requirements
must be met for acceptable electronic records.

Both E-SIGN and UETA address this issue directly and impose similar
requirements. Essentially, storage of an electronic record will satisfy legal
record retention requirements if the stored copy of the electronic record:

»  accurately reflects the information set forth in the record;*' and
*  remains accessible for later reference.®

With respect to evidentiary rules, both E-SIGN and UETA also pro-
vide that if a rule of evidence or other rule of law requires a record
relating to a transaction to be provided or retained in its original form,
this obligation is satisfied by meeting the accuracy and accessibility re-
quirements listed above.®® This provision also make clear that records
can be kept in electronic-only form. Moreover, it provides a great deal of
flexibility to the parties in terms of how they store the records, when and
whether they migrate the records to new media, and meeting applicable
evidentiary requirements.

This rule requires that there exist reliable assurance that the electronic
record accurately reproduces the information. This is consistent with
Fed. R. Evid. 1001(3) and Unif. R. Evid. 1001(3) (1974). This rule as-
sures that information stored electronically will remain effective for all
audit, evidentiary, archival and similar purposes. The requirement of ac-
curacy is derived from the Uniform and Federal Rules of Evidence. The
requirement of continuing accessibility addresses the issue of technol-
ogy obsolescence and the need to update and migrate information to
developing systems.

3. SECURITY—IS THE TRANSACTION
TRUSTWORTHY?

The third key concern for businesses seeking to engage in electronic
transactions is the question of “trust.”” To say that an electronic transaction
complies with legal requirements is one thing. To have a sufficient degree
of trust in an electronic transaction such that one is willing to ship prod-
uct, transfer funds, or enter into a binding contractual commitment in real
time is something else. Clicking on an “I Agree” button, for example, can
create a legally valid electronic signature, but if it becomes necessary to
enforce that transaction in court, how do you prove “who” clicked?

Trust, of course, plays a role in virtually all commercial transactions.
Regardless of whether the deal is struck in cyberspace or in the more
traditional paper-based world, each of the transacting parties must have
some level of trust before they will be willing to proceed with the trans-
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action. Trust means many things in many situations.’* Trusting one’s
business partners has always been important (e.g., are they reputable and
creditworthy? will they perform as promised?). In today’s e-business en-
vironment, however, companies also need to trust the transaction itself.

Ensuring that we can trust the transaction requires addressing a va-
riety of issues. Are the electronic records accurate, such that each party
(and third parties) can rely on them? Can the identity of the creator/
sender/signer of each electronic record be reliably verified if necessary?
Will each electronic record be admissible in court? Are they properly
protected, so as to prevent any compromise that might result in injury
to the business or others? Are they accessible and available as needed,
and adequately protected from media deterioration and technical obso-
lescence? While these issues arise to some extent in paper-based trans-
actions, they are in many respects uniquely electronic issues. “Trust is
central to e-commerce.”*

Information security is the method used to help establish a level of
“trust” in electronic information appropriate to the situation. That is,
through the implementation of appropriate information security mea-
sures, businesses seek to ensure a reasonable level of trust in the ac-
curacy of the identity of the person who created, signed, and/or sent
an electronic record, trust that the record has not been altered without
authorization, and trust that contents of the record have been and will
be kept confidential. As the OECD has recently noted: “By practicing
sound security principles, organizations will contribute towards building
trust in the use of technologies that facilitate online transactions.”*

3.1 Security Basics

Ensuring that an electronic transaction is trustworthy, from a legal per-
spective, requires consideration of authenticity, availability, and integrity.

(A) AUTHENTICATION

Authentication of identity®’ is critical to establishing trust in an elec-
tronic environment.®® Quite simply, it provides a level of assurance as to
whether someone or something is who or what it claims to be in a digital
environment.®

In any electronic transaction, the recipient must be reasonably certain
that the person submitting and/or signing an electronic communication is
the person identified in the communication.” This requires authenticat-
ing the identity of the sender/signer—i.e., determining whether someone
is, in fact, who they are declared to be. As such, it involves confirming
the asserted identity of a person, in order to determine, for example, who
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is the source or origin of a communication.”’ Who created or signed the
document? Who sent the message? Is it genuine or a forgery?

Likewise, any use of or reliance on electronic records often requires
evidence to verify that the person who purportedly created/sent/signed
such record did in fact do so. And where someone wants to access stored
electronic records (such as sensitive personal information), verifying
their identity (as part of the process of determining whether they are
authorized to have such access) is critical to protecting those records.

For example, when a bank receives an electronic payment order from
a customer directing that money be paid to a third party, the bank must
be able to verify the source of the request and ensure that it is not dealing
with an impostor.”> Likewise, when that same bank receives an online
inquiry from someone seeking to access, edit, or copy their account in-
formation, it must verify the identity of such person, and his/her authori-
zation to access the requested personal information.”® Also, of course, if
a subsequent dispute arises, the bank must be able to satisfy a court (with
admissible evidence) as to the identity of the person who requested the
funds transfer or the identity of the person to whom it granted access to
the account information.”

(B) AVAILABILITY OF DATA

Data kept in electronic form is not readily viewable or readable by a
human being. To make use of the data, it must be on a storage device that
can be accessed by an appropriate computer or other machine, and that
machine must include software capable of reading and interpreting the
digital data in order to display it in a human readable form. Moreover,
the medium on which the data resides must be physically intact and un-
damaged so that the foregoing processes can take place. And of course,
threats resulting from media deterioration or software or hardware obso-
lescence must be addressed.

Generally, the security concept of availability involves ensuring that
the computer systems, networks, and data are operational, fully func-
tioning, available for use, and accessible whenever needed. One statute,
for example, defines “availability” simply as “ensuring timely and re-
liable access to and use of information.” In other words, availability
is often used simply to refer the ability to access and read information
when needed.

(C) DATA INTEGRITY

Data integrity is concerned with the accuracy and completeness of
information, such as electronic records and messages communicated
over the Internet or stored on a party’s system, and with ensuring that
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no unauthorized alterations are made to such data either intentionally or
accidentally. Ensuring “integrity” requires “guarding against improper
information modification or destruction, [including] ensuring informa-
tion nonrepudiation and authenticity.””® Relevant questions include: Is
the document the recipient received the same as the document that the
sender sent? Is it complete? Has the document been altered either in
transmission or storage?

The concern regarding integrity flows from the fact that electronic re-
cords are easily altered in a manner that is not detectable. Moreover, be-
cause every copy of an electronic document is a perfect reproduction, there
is no such thing as an original electronic document. Thus, unlike paper doc-
uments, electronic records come with no inherent attributes of integrity.

In an electronic transaction of any significance, the recipient of an
electronic message must be confident of the identity of the sender and
the integrity of the communication before the recipient relies and acts on
the message. Both are critical to e-commerce. Some courts have started
requiring expanded proof of the integrity of stored electronic records
before they will be admissible as evidence in the case.”

3.2 Security and the Enforceability of Electronic
Transactions

Most major e-transaction laws, such as E-SIGN, UETA, the EU Elec-
tronic Signatures Directive, and the UN E-Contracting Convention re-
quire the use of security for a variety of purposes.

In almost all cases, e-transaction laws use some elements of infor-
mation security as the means by which the parties establish functional
equivalence to paper-based form requirements for a “writing” and “‘sig-
nature” (such as those found in the statute of frauds), and requirements
for an “original” (such as those found in the rules of evidence). Specifi-
cally, without ever using the word “security” these electronic transaction
statutes require the use of information security as follows:

*  To satisfy “writing” requirements, measures to ensure the avail-
ability of the data must be implemented. For example, to satisfy
requirements that a document be in “writing,” E-SIGN requires
that an electronic record be “capable of being retained and ac-
curately reproduced for later reference by,””® UETA requires that
the electronic record be “retrievable in perceivable form,”” and
the UN E-Contracting Convention requires that the information
in an electronic communication must be “accessible” and “us-

able for subsequent reference.”!%
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»  Tosatisfy “signature” requirements, measures to authenticate the
identity of the signer and to ensure the integrity of evidence of
intent are required. In the U.S., both E-SIGN and UETA require
use of a sound, symbol, or process that is attached to or associ-
ated with the record being signed and executed or adopted by a
person with the intent to sign the record.!”! The EU Electronic
Signatures Directive requires “data in electronic form which are
attached to or logically associated with other electronic data and
which serve as a method of authentication.”'”* The UN E-Con-
tracting Convention requires establishing the identity and the in-
tent of the party signing an electronic communication in a man-
ner that is as reliable as appropriate under the circumstances.!®

*  To satisfy requirements that the “original” of a document be
provided, made available, or retained, measures to ensure the
integrity and the availability of the data must be implemented.
In the U.S., both E-SIGN and UETA require that the electronic
record must “accurately reflect the information” and must “re-
main accessible” to all persons who are entitled to access.'® The
UN E-Contracting Convention requires “a reliable assurance as
to the integrity of the information” contained in an electronic
communication and that it must be “capable of being displayed
to the person to whom it is to be made available.”!%

Security is also used as a risk allocation device in some e-transaction
laws. This is particularly true in U.S. law such as UETA and U.C.C. Ar-
ticle 4A regarding electronic funds transfers. Under UETA, if a change
or error in an electronic record occurs in a transmission between the
parties to a transaction, the use of—or failure to use—an agreed-upon
security procedure will determine who bears the risk of loss.!* Likewise,
in U.C.C. Article 4A, the determination as to whether the bank or its
customer bears the risk of a fraudulent electronic payment instruction
will turn on whether the bank used a commercially reasonable security
procedure for authenticating the identity of its customer and detecting an
error in the transmission or content of the electronic communication. '’

4. PUTTING IT ALL TOGETHER—THE CRITICAL
ROLE OF “PROCESS”

Finally, when setting up the procedures for any electronic transaction
it is important to carefully review the proposed “process” in order to gain
a clear understanding of what will happen and how it will occur. This is
critical for determining whether all of the relevant electronic-specific
requirements will be satisfied, identifying any new legal issues that may
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be raised, and identifying those elements of the process that may need to
be changed or restructured in order to ensure legal compliance.

For example, something as simple as an online contracting process
that does not allow the other party to print or download a copy of the
contract may present significant enforceability problems. Similarly, if
electronic signatures are not attached or linked to the electronic record
being signed, they may not be valid. Likewise, an online contracting pro-
cess that does not properly authenticate the identity of the other party
presents both enforceability and admissibility issues in the event of a
subsequent dispute.

Thus it is important for any electronic transaction to begin with a
clear and comprehensive understanding of the process involved and how
it will actually work from a technical perspective. In fact, understand-
ing “how it works” from a technical perspective is critical to “making it
work” from a legal perspective.

Understanding the process typically requires that the lawyer consult
closely with both the business and technical personnel involved. In many
cases, the company may have made assumptions about how the process
will work without a rigorous comparison of the technical details of that
process to the legal requirements. As a result, it frequently turns out that
the process that the company has implemented—or intends to imple-
ment—is not adequate to address applicable legal concerns.

Identifying the relevant technical issues requires close coordination
with the appropriate people involved in the implementation. The biggest
obstacle is often getting past assumptions and generalizations made by
such personnel, both business and technical, regarding how the process
will work. Thus it is important to ask probing questions regarding the de-
tails of how the process will be implemented. This requires forcing them
to drill down and provide highly specific details of certain aspects of
the process (e.g., What will be used as the signature in this transaction?,
How is it captured?, How will the electronic signature be attached or
linked to the electronic record?, How and in what format will the record
of the contract be stored?, and How will the signer be authenticated?).
Often, the only way to get the answers to these questions is to speak
directly with the persons involved in developing or implementing the
electronic processes. In many cases, the technical staff is just not aware
that the use of a certain procedure, or a particular choice of approach,
can have a significant legal impact.

Once the proposed technical processes have been identified and ex-
plained, it is important to undertake a detailed analysis of those processes
to determine whether they satisfy all of the relevant electronic-specific
requirements and to identify any legal issues that they raise. When doing
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s0, also recognize that a given process may raise issues in one jurisdic-
tion but not another or may raise one set of issues in one jurisdiction and
a different set of issues in another jurisdiction. For example, in some
countries, electronic signatures must identify the signer, whereas in oth-
er countries a simple click on an “I Agree” button is sufficient. Similarly,
methods used for online authentication may be legally sufficient in some
jurisdictions and not in others.

The focus is on the impact of the proposed process on the electronic-
specific procedural legal requirements for the transaction. In many cases,
identification of these issues will require a reexamination of some of the
technical details, as well as a review of the applicable legal requirements
in the affected jurisdictions.

Throughout this strategic process, accurately and adequately under-
standing the technical process involved is perhaps most essential to a suc-
cessful outcome. Everything regarding compliance with the electronic-
specific requirements of e-transaction laws and general substantive laws
will hinge on the way that the electronic process operates, and it may be
necessary for the lawyer to specify how it should be modified. This is also
critical with respect to compliance with privacy and data security laws that
may be applicable to the information involved in the transaction.

The most dangerous mistake that can be made is to make assump-
tions (or accept assumptions by others) about the process without veri-
fying how exactly it will work and what exactly will happen. Making
assumptions can be very dangerous. For example, one might assume that
because data is “encrypted,” it is adequately protected. It is critical, how-
ever, to look behind that general statement to evaluate what is encrypted,
how it is encrypted, when the encryption is applied, who has access to
the encrypted data, when and how the data is used in unencrypted form,
whether the encryption algorithms and key lengths are adequate, who
has access to the decryption keys, and other relevant concerns. Likewise,
merely assuming that the other party to a transaction is adequately au-
thenticated because he or she is required to use a user ID and password
can lead to serious problems. It is important to look behind that process
to address questions such as how the user IDs and passwords are asso-
ciated with and assigned to a particular person, what opportunities are
available for other persons to obtain access to those user IDs and pass-
words, and how easily those IDs and passwords are compromised.

5. CONCLUSION

Almost all transactions can be done in electronic form. The difficult
issues are determining which electronic-specific requirements must be
addressed to satisfy applicable e-transaction laws, determining which
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security measures are required to ensure the transaction is considered
trustworthy, and then implementing an appropriate process to accom-
plish both.

NOTES

1. “Transaction” is defined broadly to mean “an action or set of actions relating to
the conduct of business, consumer, or commercial affairs between two or more persons.”
See 15 U.S.C.A. § 7006(13).

2. They also appear in some substantive laws.

3. For purposes of this discussion, we assume that the fundamental legal elements
required for any particular type of transaction are otherwise present and satisfied. For
example, if the contemplated electronic transaction involves entering into a contract,
this article assumes that the basic requirements of a contract under applicable law—
e.g., offer, acceptance, consideration, etc.—will be present, and focuses only on the
additional requirements for enforceability that arise because of the electronic nature of
the transaction.

4. For a comprehensive list of all such laws, see Mason, Electronic Signatures in
Law (2007), at Appendix 1.

5. Uniform Electronic Transactions Act (UETA), approved by the National
Conference of Commissioners on Uniform State Laws (NCCUSL) on July 23, 1999. A
copy of UETA is available at http://www.law.upenn.edu/bll/ulc/fnact99/1990s/ueta99.htm.

6. As of August, 2008, 46 states and the District of Columbia had enacted UETA.
For an updated list of those states that have enacted UETA, see http://www.nccusl.org/
Update/uniformact factsheets/uniformacts-fs-ueta.asp.

7. Electronic Signatures in Global and National Commerce Act (E-SIGN), 15
U.S.C.A. § 7001 et. seq., effective October 1, 2000. E-SIGN is available at http://www.
ntia.doc.gov/ntiahome/frnotices/2002/esign/report2003/ElectronicSignaturesAct.pdf.
E-SIGN preempts all inconsistent state legislation, other than state enactments of UETA
in the form promulgated by NCCUSL.

8. See E-SIGN, 15 US.C.A. § 7002.

9. Directive 1999/93/EC of 13 December 1999 on a Community Framework
for Electronic Signatures (Electronic Signatures Directive). A copy of the Electronic
Signatures Directive is available at http:/eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:31999L0093:EN:HTML.

10.  Directive 2000/31/EC of the European Parliament and of the Council of 8 June
2000 on certain legal aspects of information society services, in particular electronic
commerce, in the internal market (Electronic Commerce Directive), available at http://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:EN:HTML.

11.  See generally, “The Legal and Market Aspects of Electronic Signatures,”
September 2003, at Appendix 4 for a country-by-country list of e-transaction laws in
the EU, available at http://europa.eu.int/information society/eeurope/2005/all about/
security/electronic sig_report.pdf.

12. The United Nations Commission on International Trade Law (UNCITRAL) was
established by the General Assembly in 1966 as the vehicle by which the United Nations
could play an active role in reducing or removing disparities in national laws governing
international trade that created obstacles to the flow of trade. Its general mandate is to
further the progressive harmonization and unification of the law of international trade,
and it has come to be the core legal body of the United Nations system in the field of
international trade law. UNCITRAL is composed of 60 member states elected by the
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General Assembly so as to be representative of the world’s various geographic regions and
its principle economic and legal systems. Further information, as well as a list of ongoing
and completed projects, may be found at http://www.uncitral.org.

13.  See United Nations, UNCITRAL Model Law on Electronic Commerce with
Guide to Enactment 1996, available at http://www.uncitral.org/uncitral/en/uncitral texts/
electronic_commerce/1996Model.html.

14.  See United Nations, UNCITRAL Model Law on Electronic Signatures 2001
http://www.uncitral.org/uncitral/en/uncitral texts/electronic _commerce/2001Model
signatures.html.

15.  Both E-SIGN and UETA borrow heavily from the Model Law on Electronic
Commerce. UNCITRAL maintains a list of countries that have adopted the Model Law
on Electronic Commerce, which is available at http://www.uncitral.org/uncitral/en/
uncitral texts/electronic_commerce/1996Model status.html, and the Model Law on
Electronic Signatures, which is available at http://www.uncitral.org/uncitral/en/uncitral
texts/electronic _commerce/2001Model status.html.

16.  The 2005 United Nations Convention on the Use of Electronic Communications
in International Contracts (UN E-Contracting Convention) is available at http:/www.
uncitral.org/uncitral/en/uncitral texts/electronic _commerce/2005Convention.html. See
also UN Press release at http://www.un.org/News/Press/docs/2005/gal10424.doc.htm.

17.  The UN E-Contracting Convention, however, excludes consumer transactions
from its scope. Article 2(1)(a).

18.  See E-SIGN, 15 US.C.A. § 7008, and UETA § 16.
19.  See E-SIGN, 15 US.C.A. § 7001(g), and UETA § 11.

20.  This means, for example, that transactions governed by U.C.C. Articles 3
(negotiable instruments), 4 (bank deposits and collections), 4A (funds transfers), 5 (letters
of credit), 6 (bulk sales), 7 (warehouse receipts, bills of lading and other documents of
title), 8 (investment securities), and 9 (secured transactions; sales of accounts and chattel
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