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ICAM Mission

Fostering effective government-wide identity and access
management

Enabling trusted online transactions through common identity
and access management policies and approaches

Aligning federal agencies around common identity and access
management practices

Reducing the identity and access management burden for
individual agencies by fostering common interoperable
approaches

Ensuring alignment across all identity and access management
activities that cross individual agency boundaries

Collaborating with external identity management activities
through inter-federation to enhance interoperability

Co-Chairs: Paul Grant, DOD & Judith Spencer, GSA



4 Sectors for Government
Interaction

Government to Citizen Government to Business

E-Authentication Guidance (M-04-04)

Government to N verges
Government a f




Increasing the Trusted Credential Community

Back to Basics — M-04-04 and NIST 800-63 are still the foundational
policy/technical guidance for identity management.

Establish unified architecture for Identity Management

Expanding our use of Assertion-based solutions (Levels 1 & 2)

— Partnering with Liberty Alliance

— Stronger industry alignment for trust and technology standards
Federal Bridge will continue to play a role at Levels 3 & 4

— External Shared Service Providers

— Four Bridge Forum (FBCA, Certipath, SAFE-BioPharma, HigherEd)
— Transglobal Secure Collaboration Program
Outreach to communities of interest

— Explore natural affinities



Assurance Levels

Little or no confidence
in asserted identity

Some confidence in
asserted identity

High confidence in
asserted identity

Very high confidence
in the asserted
identity

Self-assertion
minimum records

On-line, instant
qualification — out-of-
band follow-up

On-line with out-of-
band verification for
qualification
Cryptographic solution

In person proofing
Record a biometric
Cryptographic Solution
Hardware Token




Federal Bridge CA

Peer-to-Peer interoperability
mechanism for PKI

Acts as a trust facilitator

Operates at multiple layers of
assurance

Chief mechanism for enabling trust
between industry (external) PKI and
Federal (internal) PKI implementations

Undergoing upgrade and redesign to
be completed this year

SAFE @

Other Bridges

Legacy Agencies in
. Peer-to-Peer
lllinois DOJ | relationship with FBCA

Federal
Bridge CA

Treasury

Certipath




Summary

» |dentity and Access Management Are Foundational to
Information Sharing and Collaboration

« Shared Guidance is Improving: Still a work in progress
 (Clear, Concise, Consistent, Published
 For Ourselves and Our Mission Partners

* Industry Partners are Fielding ldentity Credentials as well as
Creating Federations for Sharing & Collaboration

* Progress Depends on Public-Private Partnering
* Domestically
 Internationally
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Meeting Agenda, June 23, 2009

1. Opening Remarks
2. The Four Bridges Forum

Tim Pinegar, FCBA

b) Jeff Nigrini, Certipath
C) Gary Secrest, SAFE-BioPharma
d) Scott Rea, HEBCA

3. PIV Standards Update (Bill MacGregor, NIST)

4. Federally Interoperable Credentialing in lllinois (Dennis Glavin,
CGN PM)

5. Closing Remarks (Tim Baldridge, NASA)
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2. Federated Assertion

1. End-Entity Assertion
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= |D Vetting Not Successful:
— Unable to verify identity via 3rd Party
Antecedent
— Process reverts to Notary Process with
two service options:
» User locates notary
* RAS/NNA will have a local notary
contact the Applicant directly

Iweould like to:™

O Schedule my own Motary appointment

O Please have a licensed Natary in my area contact me to schedule an appointment

Your Email Address demo.cpl@kernworld.org

Your Phone Mumber TTT - 666 - 5555

Alternate Phone Number?

& Phone
| prefer to be contacted by:™ -

O Email

O Anytirne (3 AM - 9 PM)

O Business hours- Morning 8 Ak-Moon)
The best time to contact me is: ™

) Business hours- Afternoon (Moon-5 Ph)

O After business hours- (5 P8 PM)

Please enter any additional information that will
help expedite scheduling a Motary appointrment:
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Centers forABIEEAee Control (CDC);
2ufic Elerlits Survelllance

i _.-""..-r

Efficiency

Accelerate and simplify the Disease Investigation process

Build a scalable framework aligned with the National Health Information
Network (NHIN) architecture and structures

Establish a cross-jurisdictional, credential compatible with the Federal
Architecture and Federal PKI Policy Authority (FPKIPA)

Disease investigator can access state systems and query for meta data
and request a CDA or CCD document back electronically.

Reduction of phone calls, faxes and emails needed for routine
investigation workflow.

Overall time to track and close investigations should decrease.

Reduced cost due to increased efficiency of investigation workflow

Reduced maintenance cost of security sub systems.

> Certificates not maintained by state investigator or CDC.

> Federal Identity provider issues the certificates
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SAFE-BioPharma makes end-to-end eBusiness and eRegulatory processes
possible

» Legal enforceability

* Regulatory compliant (US, EU, Japan)

» Global standard

+ In EU, SAFE-BioPharma digital signature is the legal equivalent of handwritten

« Mitigates risk

* Vendor, technology neutral

« Secure

* Record integrity

» Only one digital identity per investigator or other user

« Links Federal agencies to pharma and healthcare providers

* Provides interoperability

* Improves productivity

» Improved auditability and compliance

» Reduces cycle time

« Facilitates collaboration

Enabling technology to transform business and regulatory processes

40
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