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o BlECAM
The ICAM Mission g P g it

A Fostering effective government-wide identity and access management

A Enabling trust in online transactions through common identity and access
management policies and approaches

A Aligning federal agencies around common identity and access management
practices

A Reducing the identity and access management burden for individual
agencies by fostering common interoperable approaches

A Ensuring alignment across all identity and access management activities that
cross individual agency boundaries

A Collaborating with external identity management activities through inter-
federation to enhance interoperability

The Federal ICAM Initiative provides cohesive governance for several

programs that were previously governed and managed separately.
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FICAM Roadmap Document v1.0 Gy TS e I

Chapter 1: Introduction. Provides background information on the ICAM Initiative and an
overview of the purpose, scope, and structure of the document.

Chapter 2: Overview of ldentity, Credential, and Access Management. Provides an
overview of ICAM that includes a discussion of the business and regulatory reasons for
agencies to implement ICAM initiatives within their organization.

/ PART A: ICAM Segment Architecture \

Chapter 3. ICAM Segment Architecture. Standards-based architecture that outlines a
cohesive target state to ensure alignment, clarity, and interoperability across agencies.

Chapter 4: ICAM Use Cases. lllustrate the as-is and target states of high level ICAM
functions and frame a gap analysis between the as-is and target states.

Chapter 5: Transition Roadmap and Milestones. Defines a series of logical steps or
\phases that enable the implementation of the target architecture. /

The purpose of the Federal ICAM segment architecture is to provide federal agencies with a
standards-based approach for implementing government-wide ICAM initiatives. The use of

enterprise architecture techniques will help ensure alignment, clarity, and interoperability
across agency ICAM initiatives and enable agencies to eliminate redundancies by identifying
shared ICAM services across the Federal Government.
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Key Aspects of the Target State g P e

A Increased automation and streamlining of business processes

A Establishment of authoritative sources for identity data and the capability to
exchange that data between systems

A Full implementation of PIV credentials for employees, contractors, and affiliates
accessing physical and logical resources

A Creation of enterprise-wide ICAM services to eliminate redundancy
A Adoption of standards and commercially-available products
A Increased emphasis on high levels of identity assurance

A Improved trust and interoperability across agencies and with external
communities

A Enhanced capabilities for handling external users

A Protecting privacy in all process and system improvements
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