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ICAM Functional Overview

http://images.google.com/imgres?imgurl=http://image.atvrideronline.com/f/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/26893730+pheader_460x1000/1002_atvp_01_z+polaris_defense_awarded_contract_with_the_general_services_administration+GSA_logo.jpg&imgrefurl=http://www.atvrideronline.com/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/index.html&usg=__Npfj_mrdJyTfs_ZGmSL4iYD3Tdk=&h=345&w=460&sz=13&hl=en&start=10&um=1&itbs=1&tbnid=c1FDxeh9s5ZqfM:&tbnh=96&tbnw=128&prev=/images?q=gsa+logo&um=1&hl=en&safe=active&sa=N&tbs=isch:1


- 4 -

ÅFostering effective government-wide identity and access management

ÅEnabling trust in online transactions through common identity and access 

management policies and approaches

ÅAligning federal agencies around common identity and access management 

practices

ÅReducing the identity and access management burden for individual 

agencies by fostering common interoperable approaches

ÅEnsuring alignment across all identity and access management activities that 

cross individual agency boundaries

ÅCollaborating with external identity management activities through inter-

federation to enhance interoperability 

The ICAM Mission

The Federal ICAM Initiative provides cohesive governance for several 

programs that were previously governed and managed separately.

http://images.google.com/imgres?imgurl=http://image.atvrideronline.com/f/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/26893730+pheader_460x1000/1002_atvp_01_z+polaris_defense_awarded_contract_with_the_general_services_administration+GSA_logo.jpg&imgrefurl=http://www.atvrideronline.com/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/index.html&usg=__Npfj_mrdJyTfs_ZGmSL4iYD3Tdk=&h=345&w=460&sz=13&hl=en&start=10&um=1&itbs=1&tbnid=c1FDxeh9s5ZqfM:&tbnh=96&tbnw=128&prev=/images?q=gsa+logo&um=1&hl=en&safe=active&sa=N&tbs=isch:1


- 5 -

Key ICAM Milestones

2005 2006 2007 2008 2009

Continued work on FIPS 201 

and Special Publications

2006-2008

Development of ICAM 

segment architecture

Feb ïSept 2009
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FICAM Roadmap Document v1.0

Chapter 1: Introduction. Provides background information on the ICAM Initiative and an 

overview of the purpose, scope, and structure of the document.

Chapter 2: Overview of Identity, Credential, and Access Management. Provides an 

overview of ICAM that includes a discussion of the business and regulatory reasons for 

agencies to implement ICAM initiatives within their organization. 

Chapter 3: ICAM Segment Architecture. Standards-based architecture that outlines a 

cohesive target state to ensure alignment, clarity, and interoperability across agencies.

Chapter 4: ICAM Use Cases. Illustrate the as-is and target states of high level ICAM 

functions and frame a gap analysis between the as-is and target states.

Chapter 5: Transition Roadmap and Milestones. Defines a series of logical steps or 

phases that enable the implementation of the target architecture.

PART A: ICAM Segment Architecture

The purpose of the Federal ICAM segment architecture is to provide federal agencies with a

standards-based approach for implementing government-wide ICAM initiatives. The use of

enterprise architecture techniques will help ensure alignment, clarity, and interoperability

across agency ICAM initiatives and enable agencies to eliminate redundancies by identifying

shared ICAM services across the Federal Government.
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ÅIncreased automation and streamlining of business processes

ÅEstablishment of authoritative sources for identity data and the capability to 

exchange that data between systems

ÅFull implementation of PIV credentials for employees, contractors, and affiliates 

accessing physical and logical resources

ÅCreation of enterprise-wide ICAM services to eliminate redundancy

ÅAdoption of standards and commercially-available products

ÅIncreased emphasis on high levels of identity assurance

ÅImproved trust and interoperability across agencies and with external 

communities

ÅEnhanced capabilities for handling external users

ÅProtecting privacy in all process and system improvements

Key Aspects of the Target State

http://images.google.com/imgres?imgurl=http://image.atvrideronline.com/f/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/26893730+pheader_460x1000/1002_atvp_01_z+polaris_defense_awarded_contract_with_the_general_services_administration+GSA_logo.jpg&imgrefurl=http://www.atvrideronline.com/newsfront/1002_atvp_polaris_defense_awarded_contract_with_the_general_services_administration/index.html&usg=__Npfj_mrdJyTfs_ZGmSL4iYD3Tdk=&h=345&w=460&sz=13&hl=en&start=10&um=1&itbs=1&tbnid=c1FDxeh9s5ZqfM:&tbnh=96&tbnw=128&prev=/images?q=gsa+logo&um=1&hl=en&safe=active&sa=N&tbs=isch:1


- 8 -

Transition Roadmap Initiatives
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