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Authentication mechanisms
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Cardto PACS communication
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Missing PIV functionality today

A Contactless interface secure sessio

o P RF
"'-[ "
¥==1 ™ 3

I No biometric over contactless interface™~=aciSts"
iNo access to useros pioc

contactless

Interface

I No biometric match on card or PIN presentation ov

contactless
A Terminal aut
A Simple, inde

Interface
nentication by the card (trust and |

pendent, local key management fc

access control decisions in PACS

6/30/2010 © 2010 Identification Technology Partners, Inc. All rights reserved. 3



1

ID 1EcHNOLOGY .
Other challenges using PIV in PACY i

A Large Universal Identifier required for Identity Creder

A No protection or privacy on this unique identifier

A Interoperable authentication requires to use the PIV
Authentication Key which is available only on the con
Interface after the PIN has been presented. This mig!
to many PACS using only the CHUID verification

A Without active card authentication security is quite loy

A Cardholder makes the terminal trust decision by pres
its card PIN (human authentication of the terminal)

A No three factor authentication using contactless

|dentifiess {e.gC ICHY D) dsedwithoutiér alithenticatari(e.g: a6 AK ).l @ani be clc
and may: creatersimilas issues @xperendeédiwith| SecialtSecutitynumbers
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Technical limitations specific to PAC(

A Contact interface is very difficult to use in physical ac
control systems (wear & tear, vandalism [e.q. skﬁmgbr g
alrborne contaminants, etc.)

A A card authentication (CAK) combined with a CM@ID
validation (required for the path validation) can take a
time to execute when all keys are RSA 2048.

A With no session key mechanism there is no secure
communication between the card and the terminal

I the card cannot provide cryptographic proofs of any kind to
terminal (PIN validation, Match on card not feasible)

I the card cannot send or receive sensitive information (PIN,
Biometry) to/from the terminal as exchanges are all in clear
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The pieces of the puzzle
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