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Terminology used
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PACS management

PACS Data base

Controller Reader Card

Secured Perimeter

Terminal = 

Reader + 

application logic



Missing PIV functionality today

ÅContactless interface secure session

ïNo biometric over contactless interface

ïNo access to userôs picture or printed information over 

contactless interface

ïNo biometric match on card or PIN presentation over 

contactless interface

ÅTerminal authentication by the card (trust and privacy)

ÅSimple, independent, local key management for 

access control decisions in PACS
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Other challenges using PIV in PACS

ÅLarge Universal Identifier required for Identity Credentials

ÅNo protection or privacy on this unique identifier

ÅInteroperable authentication requires to use the PIV 

Authentication Key which is available only on the contact 

interface after the PIN has been presented. This might lead 

to many PACS using only the CHUID verification

ÅWithout active card authentication security is quite low

ÅCardholder makes the terminal trust decision by presenting 

its card PIN (human authentication of the terminal)

ÅNo three factor authentication using contactless

Identifiers (e.g. CHUID) used without an authenticator (e.g. CAK), can be cloned 

and may create similar issues experienced with Social Security numbers
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Technical limitations specific to PACS
ÅContact interface is very difficult to use in physical access 

control systems (wear & tear, vandalism [e.g. super glue], 

airborne contaminants, etc.)

ÅA card authentication (CAK) combined with a CHUID 

validation (required for the path validation) can take a long 

time to execute when all keys are RSA 2048.

ÅWith no session key mechanism there is no secure 

communication between the card and the terminal

ïthe card cannot provide cryptographic proofs of any kind to the 

terminal (PIN validation, Match on card not feasible)

ïthe card cannot send or receive sensitive information (PIN, 

Biometry) to/from the terminal as exchanges are all in clear text.



The pieces of the puzzle
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