
Interagency Advisory Board 
Meeting Agenda, Wednesday, June 29, 2011 

1.  Opening Remarks (Mr. Tim Baldridge, IAB Chair) 
 
2. Using PKI to Mitigate Leaky Documents (John Landwehr, 

Adobe) 
 

3. The Digital Identity Ecosystem of the States: Leveraging 
Federal Initiatives (Doug Robinson, NASCIO) 
 

4. Achieving Federal Identity Compliance in PACS Without a 
Rip-and-Replace Investment (Dave Adams, HID) 

 
5. Aviation Credentialing and the New RTCA Standard 230C 

(Christer Wilkerson, AECOM) 
 
6.   Closing Remarks (Mr. Tim Baldridge, IAB Chair) 
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Agenda 

 New Requirements 

 What to do about them 

 PIV-I 

 Questions 
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New Requirements 
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Factors driving change in physical access 

 Two major problems to be solved 
– Improved security (token & issuance process) 
– Interoperability 

 Move to PKI based identity credentials 
– Central issuance of credentials 

• All previous systems involved local issuance 
– Standardization of credentials 

• All previous systems were proprietary  

 User benefits 
– PKI based smartcard credentials more secure  
– Standardized credentials key to interoperable 
– Standards based products lead to choice and cost savings 
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Required PACS Changes for PIV World 
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What we’re doing 
about it 



What HID is doing about it… 

HID Global – US Federal Identity 
Initiative 

Physical 
Access 
Control 

pivCLASS 
Authentication 

Ecosystem 

Mobile 
Authentication 

pivMAN 
Mobile 

PIV-I 

PIV I Card 
production PIV-I Services 

An ASSA ABLOY Group brand 
PROPRIETARY INFORMATION.  © 2011 HID Global Corporation. All rights reserved. 



An ASSA ABLOY Group brand 
PROPRIETARY INFORMATION.  © 2011 HID Global Corporation. All rights reserved. 

pivCLASS Authentication Module Approach 

Wiegand 

RS-485 

Service Functions 
• Path discovery 
• Path validation 
• Revocation checking 
• Construct FACL 
PAM and Reader Functions 
• Signature checks 
• Private key challenge 
• Conformity & freshness checks 
• PIN & BIO checks 

Validation 
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Authorization 

Authentication 

 pivCLASS 
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Supported Cards and Auth Modes 

Card Types 

 PIV 

 PIV-I 

 Legacy CAC 

 CAC NG 

 CAC EP 

 TWIC 

 FRAC 

 (iCLASS to be added) 

 Others TBD 

Auth Modes 

 FASC-N  (unsigned CHUID) 

 CHUID 

 Card Auth  (CAK) 

 PIV Auth + PIN 

 CHUID + BIO (TWIC mode) 

 Card Auth + BIO (TWIC mode) 

 PIV Auth + PIN + BIO 

 iCLASS and others to support transition 
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Flexibility to Mitigate Multiple Threat Levels 

Secures against cards that are 

Auth Modes  
Revoked Counterfeit 

or Altered 
Copied or 

Cloned 
Lost or 
Stolen 

Auth 
Factors 

SP 800-116 
Security Area 

FASC-N  None Uncontrolled 

CHUID+VIS   1 Controlled 

CAK    1 Controlled 

PIV+PIN     2 Limited 

PIV+PIN+BIO     3 Exclusion 

• Performing signature checks and private key challenges at enrollment is not sufficient to 
achieve these levels of assurance.  They must also be done at the time-of-access.   
 

• Revocation checking for FASC-N and CHUID modes must be done using the PIV 
certificate CRL. 
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PIV-I 



HID’s New PIV-I Services 



HID’s New PIV-I Services 
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Contact Info:  

 Dave William Adams 
 Senior Product Marketing 

Manager 
 

 Office: (952) 828-5984 
 Mobile: (763) 350-5283 
 Email: 

DWAdams@hidglobal.com  
 

 
 


