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Opening Remarks

FICAM Overview

PIV PKI in PACS Demonstration (Judy Spencer, GSA)
ICAM AWG (Tim Baldridge, NASA & AWG Chair)
F/ERO Repository (Elisa Cruz, FEMA)

FIPS 201 and SP’s Update (Bill Macgregor, NIST)

SP 800-76 Update (Patrick Grother, NIST

PIV-l FAQs (Tom Lockwood, DHS)

Closing Remarks
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» Support for Non-Federal issuers

» Handling of fingerprint exceptions
» Incorporating FAQ

» Incorporating worldwide “lessons learned” on
fingerprint enrollment

» Second modalities
» Adding iris to PIV
» Face specifications exist for cards today
» Match-on-card

» Notes on industry trends for access control
» User [ agency input
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For NFI
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Support for Non-Federal Issuers

» Background
» Need an identifier as the primary credential identifier for NFI

» Support PIV compatible, PIV interoperable cards via “Personal
Identity Verification Interoperability For Non-Federal Issuers,”” April
2009

» Specifics
» Changes to SP 800-76-2 (and in SP 800-73-3)

» Include a UUID field in the CBEFF specification for all biometric data,
including on-card
» Syntax from RFC 4530
» Digital signature is computed over this data
» Federal issuers shall not use this as a replacement for FASC-N

» Increment CBEFF version number
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2. Handling of
fingerprint
exceptions

Part 2:
Fingerprint

Exception
Handling
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Fingerprint exception handling

» Enshrine the content of the December 2008

biometric FAQ specifications
http://www.idmanagement.gov/content/hspd12_faqgs biometric.htm

into the upcoming revision of NIST SP 800-76.

» These cover the cases:

» Zero fingers available (e.g. amputees) — install signed
empty object on card

» One finger available — acquire two impressions of the
finger, and install signed object on the card

» Poor quality during enrollment
» Failed biometric verification attempt


http://www.idmanagement.gov/content/hspd12_faqs_biometric.htm
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Improving fingerprint enrollment

» Leverage
» Lessons learned in operations

» Development work supporting worldwide
programs, for example
» BioDev Il
» ISO/IEC 19794-4 Annex

» Resultis
» Expand the guidance in SP 800-76-2
» Beyond 800-76-2

» Development of NIST Fingerprint Image Quality
software: NFIQ 1.0 - NFIQ 2.0
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3. Second modalities
IRIS, MOC etc
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Biometric Data on 7816 cards

» Fingerprint minutia (PIV mandatory) NOW
» Minutiae from two fingers, standardized in INCITS 378
» Record size is 500-700 bytes (excluding signature)
» Supported by MINEX (Minutiae Exchange) tests and GSA certification
» Facial image (PIV optional) NOW
» Single frontal face image, standardized in INCITS 385
» Record size is approximately 20KB
» Image is suitable for face recognition (both human and automated)
» Specification is closely that of the e-Passport
» Iris Image (Specifications to appear in SP 800-76-2)
» Images of one or two irises, standardized in ISO/IEC 19794-6:2010
» Record size is approximately 3KB
» Image is suitable for biometric verification
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Iris specifications for PIV

» SP 800-76-2 specifications (under consideration):
» Iris image (for card)
» Iris image (for CMS)
» Camera performance |/ quality
» Camera capture API
» Conformance testing

» Comment is welcome

» Now
» On drafts of SP 800-76-2
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IREX Test (Support for 1:1 and 1:N)

NIST Interagency Report 7629, Sep 21,2009

» Performance of Iris Recognition Algorithms on Standard Images

Quantitative support for ISO 19794-6 standard
» Image size is about 3KB (for 1:1) and ~30KB (for 1:N)
» Compression, cropping, formatting profiles
» Speed-accuracy tradespace
Ten implementations of standardized interoperable iris
image format
» Num. iris providers has expand x10 in last five years
» Num core technology providers in iris exceeds that for face
recognition
Iris image interoperability superior minutia interoperability
» Less dependency on the product that prepares the record
http://iris.nist.gov/irex (or google “iris interoperability”)



http://iris.nist.gov/irex

IREX :: Proposed standard formats

Cropped image

Cropped and
masked image

Parent image from camera

Reconstructed
rectilinear

Unsegmented polar
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Use images, not templates

Cropped and
masked image

» Standard defines interoperable images

» PIV will use these

» US Registry of Biometric Standards will
recommend these.

Parent image from camera

IND 1 » Templates are
» Proprietary, non-interoperable

» Laden with intellectual property
» Sometimes larger than the image itself

» Not suitable for interoperable USG
applications
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Irises on PIV Cards

Following the arrangement of fingerprint minutia data on
current PIV cards... Two irises in one container.

Tagged biometric CBEFF
container (SP 800-73) Header -88 bytes
United Stales Government ISO Iris
Image
Header >107 bytes
s
oo Sz 1SO Iris
i Image
WILLIAMSON, AL Data ~2 * 3KB
Jane H.
CBEFF
Signature
a | block ~ 500 bytes

2.65M cards issued 07/2009
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Match-on-Card in PIV :: Near Term

» Possible near-term way forward:

» Use a separate MOC application for card activation

» Use a trimmed down version of the MINEX 11 MOC
interface for the APDUs

» It has been implemented by nine organizations, and used
successfully

» It’s openly documented in NIST Interagency Report 7485

» Use of two fingers would satisfy FIPS 140-2 requirements
on false match

» Contact interface
» GICS compliant
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Match-on-Card in PIV :: Longer Term

» Longer term way forward

» Formally include MOC in a future FIPS 201-2
» For card activation, and
» As an authentication mechanism

» Leverage NIST IR 7485 for interface

» Leverage NIST IR 7452 for confidentiality
» Or implementations of 7816 secure messaging

» Meet FIPS 140-3 (not FIPS 140-2)
» Consider ISO/IEC 24787
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Match-on-Card :: Template formats

The (3 byte per minutia) ISO 19794-2 compact card (ISO-CC)
template offers accuracy almost identical to the (6 byte per
minutia) INCITS 378 format. (Source: NIST IR 7485)

» Essentially the same data.

The INCITS 378 format is a parent format: The ISO compact
card format can be produced from it. (Method: NIST IR
7485, tested open source from NIST.)

INCITS 378 exists on PIV cards today, but ISO-CC does not.

MOC implementations exist for ISO-CC. They do not exist
for INCITS 378, but they could.
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Biometric Authentication

» Biometric release only from unlocked card
» Unlock currently via six-digit PIN
» Does it make sense to unlock via MOC?

» Should biometric data ever be free read?
» To support PACS

» Two more fingers, dedicated to MOC?
» Revision of FIPS-201 is needed
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4. Notes on industry

trends for access
control

Part 4:

Biometrics for
Access Control
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Biometric Industry Trends

» More devices

» Single modalities and
multiple modalities

» Smaller devices

» Mobile capture

» PACS systems using
Face Recognition

» Based on e-Passport




NIISST NIIST NISST NSST NSsT NsT

=\
[ ]

e

oW

5. User [agency input

Part 5:

Let’s Talk




A Request...

» To agency implementers, PIV coordinators,
policy makers who are
» enrolling PIV applicants, OR

» using, or planning to use, PIV card biometrics in
logical or physical access control applications,
AND

» who are willing to talk about experience, needs,
solutions:

» please contact patrick.grother(@nist.gov — we’d
like to visit and listen
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mailto:patrick.grother@nist.gov
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Thank You

patrick.grother(@nist.gov

IREX (Iris Exchange)
http://iris.nist.gov/irex

MINEX (Minutia Exchange)
http://fingerprint.nist.gov/minex

MINEX Il (MOC)
http://fingerprint.nist.eov/minexl|



http://fingerprint.nist.gov/minex
http://fingerprint.nist.gov/minex
http://fingerprint.nist.gov/minexII



