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Introduction 

 NASA IT Labs, a part of the Office of the Chief 

Information Officer, sponsored the move to work with 

Google because the demand from workers today is to be 

able to access resources anywhere, anytime on any 

device.  

 About 600 IT trailblazers from 11 NASA centers and 

facilities are participating in the pilot using Google Apps.  

 Under the pilot, NASA users are able to connect to 

Google Apps for Government using their existing NASA 

credentials or Personal Identity Verification (PIV) smart 

card.  
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What is it? 

 Google Apps for Government – (SaaS) 

» a suite of Google applications 

• Documents 

• Sites 

• Groups 

• Contacts 

» Also available – but not part of NASA pilot 

• Email 

• Calendaring 

 NASA Access Launchpad 
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Google Apps Pilot at NASA 
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NASA Access Launchpad 
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Pilot Configuration 

 Google Apps for Government 

» Is a SAML 2.0 capable Software as a Service Offering 

 NASA Access Launchpad 

» Is a NASA Secure Token Service Credential Verifier 

• Supports SAML 2.0 and OpenID assertions 

• Supports Level of Assurance (LOA) 

–  Determined by Application 

– User Name & Password (up to LOA 2) 

– One Time Password (up to LOA 3) 

– PIV Smartcard (up to LOA 4) 

26 December 7, 2011 NASA PIV on Google Apps 



How is it done? 

 Simple as 1, 2, 3 
 

1. An Access Control Specification is configured on NASA 

Access Launchpad for Google Apps  

 

2. The Google Apps for Government NASA Pilot 

administrator configures three URLs and imports the 

NASA Access Launchpad assertion signing certificate 

 

3. Now tens of thousands of NASA IDs are available for 

authentication at Google Apps for the Government 

NASA site.  
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Conclusion 

 This shows that the Federal ICAM segment architecture 

directly supports, with currently available technology, 

strong two-factor authentication to the Cloud using PIV.  

 

 By demonstrating this capability with an established 

Cloud SaaS commercial provider the path forward for 

secure access to the Cloud is now clear.  

 

 Simply stated the Cloud is PIV capable.  
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